Page 1



3GPP TSG-SA WG3 Meeting #83 
S3-160705
San Jose Del Cabo, Mexico, 9- 13 May 2016 







revision of S3-160584
	CR-Form-v11.1

	CHANGE REQUEST

	

	
	43.020
	CR
	0041
	rev
	1
	Current version:
	13.1.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	X


	

	Title:

	Adding details for new cellular algorithms GIA4, GEA5 and GIA5 

	
	

	Source to WG:
	Ericsson 

	Source to TSG:
	S3

	
	

	Work item code:
	EASE_EC_GSM
	
	Date:
	2016-05-02

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-13

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)

	
	

	Reason for change:
	Specification for the new cellular encryption algorith GEA5, and integirty algorithms GIA4, and GIA5 are missing. ETSI SAGE has completed the design of the new algorithms, and corresponding GPRS specification is added. 

	
	

	Summary of change:
	 

	
	

	Consequences if not approved:
	Incomplete specification. 

	
	

	Clauses affected:
	0.1, H.5, H.5.0 (new), H.5.2.1.1 (new), H.5.2.1.2 (new), H.5.2.2, H.5.3.1.1 (new), H.5.3.1.2 (new), H.5.3.1.2.3 (new), H.5.3.2, H.5.3.3  

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


***
BEGIN CHANGES
***
0.1
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TS 21.905: “Vocabulary for 3GPP Specifications".

[2]
3GPP TS 41.061: " GPRS ciphering algorithm requirements".

[3]
Void

[4]
3GPP TS 42.009: " Security aspects".

[5]
3GPP TS 42.017: " Subscriber Identity Modules (SIM) Functional characteristics".

[6]
3GPP TS 42.056: " GSM Cordless Telephone System (CTS) Phase 1; Service Description; Stage 1".

[7] 
3GPP TS 22.060: “General Packet Radio Service (GPRS); Service description; Stage 1".

[8]
3GPP TS 23.003: "Numbering, addressing and identification".

(9(
GSM 03.56: "Digital cellular telecommunications system (Phase 2+); GSM Cordless Telephone System (CTS), Phase 1; CTS Architecture Description; Stage 2".

[10]
3GPP TS  23.060: " Service description; Stage 2".

[11]
3GPP TS 24.008: “Mobile radio interface layer 3 specification".

[12]
Void

[13]
3GPP TS 45.001: “Physical layer on the radio path; General description”.

[14]
3GPP TS 45.002: “Multiplexing and multiple access on the radio path”.

[15]
3GPP TS 45.003: “Channel coding”.

[16]
3GPP TS 29.002: " Mobile Application Part (MAP) specification".

(17(
3GPP TS 51.011: " Specification of the Subscriber Identity Module- Mobile Equipment (SIM-ME) interface".

[18]
3GPP TS 33.102: "Technical Specification Group Services and System Aspects; 3G Security; Security architecture ".

[19]
3GPP TS 24.301: "Technical Specification Group Core Network and Terminals; Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS)".

[20]
3GPP TS 44.064: "Technical Specification Group Core Network and Terminals; Mobile Station - Serving GPRS Support Node (MS-SGSN); Logical Link Control (LLC) layer specification".
[x]
3GPP TS 55.226: " Technical Specification Group Services and System Aspects; 3G Security; Specification of the A5/4 encryption algorithms for GSM and ECSD, and the GEA4 encryption algorithm for GPRS". 

***
NEXT CHANGES
***
H.5

Algorithms for ciphering and integrity protection 
H.5.0
General

The following algorithms are specified: 

-
GEA0 for null-encryption. 

-
GEA4/GIA4 for ciphering and integrity protection based on Kasumi 128. 

-
GEA5/GIA5 for ciphering and integrity protection based on SNOW 3G. 
The MS shall support integrity algorithms GIA4 and GIA5. The MS shall support ciphering algorithms GEA0, GEA4 and GEA5. No other GPRS encryption algorithms shall be supported in the MS for the enhanced security features described in the present Annex.
The eSGSN shall support an integrity algorithm GIA4 or GIA5. The eSGSN shall support a ciphering algorithm GEA0, GEA4 or GEA5.If encryption is supported by eSGSN, only GEA4 or GEA5 shall be used with GIA4 or GIA5. 
H.5.1
Null ciphering algorithm

If GEA0 is selected, the ciphering function implemented in the LLC layer shall be disabled according to TS 44.064 [20]. 
NOTE :
GEA0 provide no security.

H.5.2
Ciphering algorithm 

H.5.2.1
 Inputs and outputs 

H.5.2.1.1
General 
The input parameters to the ciphering algorithm GEA4 are as specified in TS 55.226 [x] and described in TS 43.061 [2]. 
The input parameters to the GEA5 are the 128-bit ciphering key Kc128, the 32-bit INPUT, the 1-bit DIRECTION and the 32-bit CONSTANT-F. The INPUT and the DIRECTION parameters are as described in 41.061 [2]. 

NOTE:
The input parameters used in GEA4 and GEA5 are not identical. GEA5 uses CONSTANT-F which is missing from GEA4. 

Figure H.5.2.1-1 illustrates the use of the ciphering algorithm GEA5 to encrypt plaintext by applying a keystream using a bit per bit binary addition of the plaintext and the keystream. The plaintext may be recovered by generating the same keystream using the same input parameters and applying a bit per bit binary addition with the ciphertext. 
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Figure H.5.2.1-1: Ciphering of data with GEA5 

Based on the input parameters the algorithm generates the output keystream block KEYSTREAM which is used to encrypt the input plaintext block PLAINTEXT to produce the output ciphertext block CIPHERTEXT.
H.5.2.1.2
CONSTANT-F  
If the CONSTANT-F parameter is used as an input to the ciphering algorithm, the 8-bit input value FRAMETYPE is specified as follows: 

· LLC UI-frame: FRAMETYPE = 0;

· LLC I-frame: FRAMETYPE = 1;

H.5.2.2
GEA5

GEA5 is based on SNOW 3G.

Editor’s note: The current expectation is that the GEA5 will be specified in TS 55.251. 


H.5.3
Integrity algorithm 

H.5.3.1
Inputs and outputs  
H.5.3.1.1
General 
The input parameters to the integrity algorithm are the 128-bit integrity key Ki128, the 32-bit INPUT-I, the message (MESSAGE), the 1-bit DIRECTION and the 32-bit CONSTANT-F. 

DIRECTION bit is 0 for uplink and 1 for downlink. 
Figure H.5.3.1-1 illustrates the integrity algorithm GIA to authenticate the integrity of messages.
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Figure H.5.3.1-1: Derivation of MAC/XMAC 
Based on these input parameters the sender computes a 32-bit message authentication code (MAC) using the integrity algorithm GIA. The message authentication code is then appended to the message when sent. The receiver computes the expected message authentication code (XMAC) on the message received in the same way as the sender computed its message authentication code on the message sent and verifies the data integrity of the message by comparing it to the received message authentication code, i.e. MAX.
H.5.3.1.2
INPUT-I
If the integrity algorithm is used at LLC layer, the following rules apply for the INPUT-I generation: 

The INPUT-I parameter is generated according to the following algorithm if the LLC frame is a UI frame:

INPUT -I = ( ( i-IOV‑UI ( SX ) + LFN + OC ) modulo 232
The INPUT -I parameter is generated according to the following algorithm if the LLC frame is an I frame:

INPUT -I = ( i-IOV‑I + LFN + OC ) modulo 232
where:

-
i-IOV‑UI is a 32 bit random value generated by SGSN. 

-
i-IOV‑I is a 32 bit random value generated by SGSN.

All other values of INPUT -I (i.e. SX, LFN, OC) are as specified for INPUT (ciphering), see TS 44.064 Annex A [20]. 
If the integrity algorithm is used at GMM layer, the following rules apply for the INPUT-I generation: 

-
All INPUT-I bits shall be set to 0 if the integrity algorithm is to calculate the GMM-MAC. 
H.5.3.1.3
CONSTANT-F  
The 8-bit input value FRAMETYPE needed for the CONSTANT-F calculation is specified as follows: 

· At LLC layer with UI-frames: FRAMETYPE = 0;

· At LLC layer with I-frames: FRAMETYPE = 1;

· At GMM layer for MAC-GMM: FRAMETYPE = 255;
H.5.3.2
GIA4

GIA4 is based on Kasumi 128. 
Editor’s note: The current expectation is that the GEA5 will be specified in TS 55.241. 
H.5.3.3
GIA5

GIA5 is based on SNOW 3G, and is specified in TS 55.251. 

Editor’s note: The current expectation is that the GEA5 will be specified in TS 55.251 
***
END OF CHANGES
***
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